OSPI SFTP User Guide

NOTE: Please contact OSPI to request an account BEFORE setting up this
software. In order to configure the software you will need account information
from OSPI.

Here are some steps how you can access OSPI Secure FTP server, once you have requested, and
received a FTP account. Please install an FTP client application on your computer to connect to
our SFTP server if you do not already have one. There are a couple of "free" secure FTP
programs available from the internet for your use to transfer files to and from the secure FTP
server.

The free FTP client program we suggest to use is Core FTP which can be downloaded at the
following link http://www.coreftp.com/download.html. (The version you download may be a

newer version than the one referenced in this handout. Most configuration settings should
be the same.)

Download and install Core FTP LE client

Click the above URL link; visit the download page of Core FTP; then pick up any one of the three
download web sites listed in the page to the Core FTP LE free version.
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Download options:

Click on a link below to download and install Core FTP software:

Core FTP LE 2.0 : free version - (details)
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@ www.coreftp.com
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http://www.coreftp.com/download.html

If you select “download.com”, you will be redirected to the following page; then click the
“Download Now” link.
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If you receive the following page after clicking “Download Now” link, right click the yellow
warning bar at the page top, select “Download File” from the pull down list at the right end of
the yellow warning bar.
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Once you have done the steps above, then the following box will appear. Click the Run button
to install or Save button if you want to install it for a later time. If you do not have local
administration rights on your computer to install software, please contact your Help Desk to
assist you in installing Core FTP LE.



File Download - Security Warning

Do you want to run or gave this file?

Mame: coreftplite.exe
Type: Application, 2.65ME

From: software-files, download. com

Bur ][ Save ] [ Cancel |

l--’ ‘h] While files from the Internet can be uzeful, thiz file type can
|, G potentially harm pour computer. I vou do naot rust the source, do not
- run or gave thiz zoftware, What's the risk?

Once you click the RUN button, you will get the following two windows; click the Run button
again to follow the installation wizard to install Core FTP.

coreftplite, exe from software-files, download, com

Estimated time left 3 sec (1,27MB6 of 2.65ME copied)
Download to: Temporary Folder
Transfer rate; 408KE[Sec

[|Close thiz dislog bow when download completes

Cancel

Internet Explorer - Security Warning El

The publisher could not be verified. Are you sure you want to run this
software?

Mame: coreftplite.exe

Publisher: Unknown Publisher

Run l [ Dot Run

should only run software From publishers you trust, How can 1 decide what

@ This file does not have a valid digital signature that verifies its publisher. You
software bo run?




Welcome E|

Welcome to Core FTP LE 1.3 Setup program.
This program will install Core FTP LE 1.3 on wour
— computer,

It iz ztrongly recommended that you exit all Windows programs
before running this Setup Program.

Click Cancel to guit Setup and close any programs you have
unning. Click Nest o continue with the Setup program .

WARMING: This program is protected by copyright law and
international treaties.

Urauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties,
and will be prozecuted to the masimum extent possible under
e,

Cancel |

Click the Next button in the welcome window to continue with the install. Click the Browse
button to change the location of the installation if you would like.



Click the Next button to continue.

Choose Destination Location fg|

Setup will install Core FTP LE 1.3¢ in the following folder.

To install into a different folder, click Browse, and select
ahother folder.

r'ou can choosze not o install Core FTP LE 1.2c by clicking
Cancel to exit Setup.

Destination Folder

C:“Program FileshCoreF TP Browse...

< Back Cancel |

You have the option to select the Yes to the radio button to backup the files being replaced in
case you need to uninstall Core FTP LE.

Backup Replaced Files E|

This installation program can create backup copies of all files
replaced during the installation. Thesze files will be used when
the software iz uninstalled and a rollback iz requested. [f
backup copies are not created, you will anly be able to uninstal
the software and not roll the spstem back to a previous state.
Do you want to create backups of the replaced files?

™ Yes
" Mo

Fleaze zelect the directory where the replaced filez will be
copied.

Backup File Destination Directary

C:“Program Files\CoreF TPABACKLUF Browse...

Cancel |

After clicking the final Next button the installation will be complete.
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You will see a Core FTP icon on your desktop and the program name at windows /Start/All
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1. Start and Configure Core FTP LE
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Double click Core FTP icon on the desktop or run Core FTP Lite from the program menu.

After 3 seconds the display of the welcome window will appear and you will have a chance to
setup Core FTP as your default. | have selected Yes because this is a free version and | have no
other FTP client on this test machine.

Default FTP Client

Make CoreFTP your default FTP client?

Select CAMCEL now if vou don't need browser integration.
It can be added by changing global seftings at a later time.

For the following option, | also selected Yes.



M Default editor X

9 Would you like ko use notepad.exe’ to edit all asdii files?
\_ﬁ
Click M if you already have an editor(s) associated with vour Files,

(windows SeME users are recommended ko select MO

Yes

The Core FTP LE will start up and opens Site Manager Window automatically. You will see the
following panel or window with default information. You can click the Close button to close
this panel and configure a site later. At this point you will your OSPI SFTP with settings from
the e-mail you received with your account information.

Site Manager le

Site Mame
|New_5|te

Haost /1P # URL

| Advanced

Usernarne

| [ Anonpmous

Pazsword

[T Don't save password

Port Timeout Fetries

|21 |60 |2 I~ Betry On
SEL Bpsliie [ pasy [~ SSH/SFTP [ Use Prosy
[~ aUTHsSsL ¥
[~ AUTHTLS Comments
[ SSL Direct r
r -
Mew Site | Mew Categorny | Connect I | Cloze |

Once all the information is entered the above panel will look like the following (please see your
e-mail for the specific settings — they may differ from this picture):



X

Site Manager

& OSPISFTR Site Name
| OSFI SFTF
Host / IP # URL
2 164.116.46.25 Advanced
lzemame
| [ Anonymous
N
Pazsward E
[v Don't zave password
Port Timeout Retres
|22 =] 2 [~ Bety On

551 Optiong

7 [ PaSY \‘-W ECHASETE [ Use Prosy

Comments

B R

Mew Categary | Connect | Cloze

Hew Site

This is only for example purposes. This is not the address you will use. Please
refer to your e-mail with your specific account information before filling out any of these
fields.



After entering your specific information, including your username and password (see e-mail),
click the Connect button and you will see the following window for your first connection.

- X

P The server's host key is not cached, There is no
\._‘/ guarantee that the server is the computer you think it is.

The server's key fingerprint is:
ssh-dss 1024 §4:94:c6:10:44:83:06: 10 b5:42:5c:dZ che 049022

IF wou trust this host, hit "ves' to add the key to
wour 55H cache and carry on connecting.

If wou want ko carry on connecting just once, without
adding the key to the cache, enter 'na'.

If vwou do not trusk this host, hit cancel to abandon the
connection,

Store key in 55H cache?

Mo | Cancel |

Click Yes and you will login to the OSPI SFTP server and see following window:

Core ETP LE - 192.168.5.125:22

File Wiew 3ites Manage Help
%)= ael BlRE A®C e ¢ % e 2
Started shell session 25
PuD
Current directory is 'f
Keep alive off...
Transfermed 0 bytes in 0.328 seconds
e
(=1 e 1 R TV N 2§ 3 NPT T JJ o [l %] ] ] @]
loadshF TS ervershCuts [# =1 e
- | Filenarme | Size | Drate | Filenames | Size | D ate |
R 04/27/07 1432 [ <>
[Z] CORE_FTP.LOG 212 0452707 14:32
[ asftps.exe I7F19KE 04/26/07 10:04
ﬁ gsftps_nodb. exe 8403 KB 04/26/07 10:04
E] Histomys. tt 0 04/27/07 1432
7'_—~ Secure FTP_Server3_CO.. 380 KE 04/26/07 10:13
7__- Secure FTP Serverd_Use . 2831 KB 04426407 10:13
< > >
Host D eztination Eutes Size Rate Tupe Ste
Mo transfers...
bt >
Ready i}

There are three parts within the above Core FTP client GUI window. The bottom panel is the file
transfer progressing information area. The top panel is the log and connection progressing
status information area.



The left-middle panel is your local directory view and the right-middle panel is the directory
view of the SFTP server.

The number of the tool buttons on the local and remote directories of the middle panel
depends on the Core FTP window size.

For file uploading, navigate in your local drive and highlight the file(s) you want to upload, and
then click the Arrow on the left-middle panel.

For file downloading, navigate in your remote directory and highlight the file(s) you want to
download, and then click the Arrow on the right-middle panel.
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The following two figures demonstrate the file uploading and file downloading:

Core FIP LE - 192.168.5.125:22

Help

Eile Wew 3Sites Manage

N vae albe KEedE e <4 @ 2

History . txt - (0 -- 04/27/07 14:32

Started shell ze==ion ﬁ

PuvD

Curment directory is 'F

Keep alive off...

Transfemed 0 bytes in 0.328 seconds =

s

= = T S (] (%] [ =T S [ [ [or] [oo] (@]

|><:\DDwnlnad&'\FTPSewers\CuteFTj = ﬂ E

“ | Filename [ Size | Date e || | Filename | Size | Date [

[ 04/27/07 1422 || 2 <>

[£] CORE_FTP.LOG 212 042707 1432

£ asftps.exe 37.319KE  04/26/07 10:04

[ gsftps_nodb.exe 8403 KB 04/26/07 10:04

EW 0 04/27/07 1432

Z Secure_ ' Serverd CO... JB0KE 04426407 1013

Z Secure_FTP_Serverd_Use... 2831 KB 04426707 10132

< e 3 | >
Hoszt D estination Eytes Size R ate Type Stz

Mo transfers. ..
< | >
5
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Core FTP LE - 192.168.5.125:22

File

Wiews  Siktes

Manage

Help

N4~ % =eal BlEE KEd el € 3 el 2

WARMING: Zera length file. . ~
Transfer time: 00:00:02
STOR JCORE_FTP.LOG
CORE_FTP.LOG - 212 bytes tran=sfemead
Transfer time: 00:00:02 —
s
= = (o (] [ -] -] (@] o [ [ [s0] [o+] (@]
= TFSer & - |.-" j =
~ | Filename | Size | Date ~ | Filename | Size | Date
= - 042707 |3 <>
Eé_] CORE_FTP.LOG 212 04427707 || 1= 212 04/27/07 14:3
[ asftps.exe 37319 KB 04/26/07
[ gsftpz_nodb.exe 2,403 KB 04/26/07
E] Histary. txt 0 04/27/07
Z Secure_FTP_Server3 CO. . 280 KB 04/26/07
Z Secure_FTP_Serverd ze. . 2831 KB 04/26/07
< ' > ' >
Hos=t D1 estination Bytes Size Fate Type
Mo transfers...
< >
CORE_FTP.LOG -- (212 bytes) —- 0427107 14:32 1u] 1u] =1

2. Core FTP usage Configuration Information

We are using SSH over FTP.

In Core FTP the "Site Manager" has a checkbox labeled PASV which by default has a gray check

mark, uncheck this box.

The “SSL listing” and “SSL Transfer” checkboxes have gray check marks by default also. If you

have difficulty connecting to our server and want to uncheck them, you will need to check SSL
checkbox to make them active, and then uncheck all the boxes within SSL Options panel.
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3. Tips of Core FTP user GUI view

The following page shows the common buttons used within Core FTP LE client GUI:

Core FTP LE

Filchy Yie Eﬂage Help — 3
o= %/a/a) 8lefE alm@El o] x o 2

gp—— e,

M o e [0 E F o
i &2
=

= | |[= =]

“ | Filename | Size | Date | * | Filename | Size | Date | Pemizai
. 04,/27/07 14:32

[Z] CORE_FTP.LOG 212 042707 14:32

[ gsftps exe AP A9KE 0442607 10:04

E gsftps_nodb exe 2403 KB 042607 10:04

IE"J Higtary, bt 0 04/27/07 1432

'-,E Secure_FTP_Serverd _CO... J80KE 0426407 10013

E Secure_FTP_Serverd Use.. 2831 KB 04/26/07 1013

< | ¥
MEARNING: Zzro length file. .. ”~
Transfer time: 00:00:02
STOR JCORE_FTP.LOG
CORE_FTP.LOG - 212 bytes transfemead
Tran=fertime: 00:00:03 =3

w
Hiost [ eztination Bytes Size Rate Type Status
Mo transfers...

< | >
CORE_FTP.LOG - (212 bytes) -- 0427/07 14132 o0 o

Highlight 1 has a Disconnect menu and highlight 6 is a Disconnect button.
Highlight 2 has a Site Manager menu, and highlight 5 is a Site Manager button.

Highlight 4 is the local drive list; you can navigate to different file systems of your local
machine.

Highlight 3 is GUI View toggle button, you can toggle this button to pick up a GUI View you like.
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